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Financial Crimes
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FRAUDULENT 
CURRENCY
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SECURITY FEATURES
• Watermark

• Plastic security strip

– Matches demonization of the bill

• Micro printing 

• OVI (optical variable Ink)

• There are red and blue fibers imbedded in the 

notes
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SECURITY FEATURES
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WATERMARK
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WATERMARK
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SECURITY THREAD



2/12/2020

8

ULTRAVIOLET GLOW
5 DOLLAR GLOWS BLUE

10 DOLLAR GLOWS ORANGE

20 DOLLAR GLOWS GREEN

50 DOLLAR GLOWS YELLOW

100 DOLLAR GLOWS RED
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OVI (Optical Variable Ink)
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MICRO PRINTING
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FINE LINE PRINTING
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SERIAL NUMBERS
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Raised print Color-shifting Portrait Watermark 
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“FEEL OF MONEY”

• It is made from cotton

• Thinner than normal paper

• Has recognizable feel



2/12/2020

15

SECRET SERVICE

• Is the primary agency that 

investigates counterfeit currency

• Federal offense
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Cryptocurrency 

As of 2/2020 there is 5,109 Cryptocurrencies in existence
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What is it?

Decentralized currency 

• No single authority

• No consumer protection

• Peer to peer network

• Based on Mathematical algorithm

• Semi anonymous (which criminals like)

• Traded anywhere & for anything 
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WHY 
• Eliminate the need for trusted 3rd parties

• Avoid governments, borders and extra transaction 

fees

• Higher security (if done right)

• Avoid forgeries

• Avoid double spending 

• Faster transactions
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How does it work
First you need to obtain a Bitcoin wallet. 

– The wallet will hold your addresses. 
– One wallet will hold multiple addresses. 
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How does it work
Bitcoin wallets 

– Your Public address is between 26-36 random 

characters long or QR code and will start with “1” OR 

“3” 

– Your Private Key will start with “5” and 64 characters 

long

– The Public address and Private Key represents the user

– Pathway for the sender and receiver

– Neither one will have a capital O - L - I



2/12/2020

21

Addresses break down
Public address (email address)

Private Key (password) 
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Compare
Bank Bitcoin

Bank account number:
0123456789

Bitcoin address:
1n89ehsyPK2957830nfgwMM3Sd

Password/PIN:
1234

Private Key:
5fhru389576js7wjh4nbsuiBDHFD234W
sr39haegtT

Bank ledger: Centralized Blockchain: Decentralized 

Bank ledger: Private Blockchain: Public

Bank statements: Monthly Blocks: Average every 10 mins

Currency is minted by a Centralized 
Bank 

Currency is created with each block of 
transactions

Fed Reserve determines total cash Total bitcoin is set at 21 million 
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Two types of wallet
Cold Wallet

No internet access

No recovery without*

No remote access

No host

Physical Device

Hot Wallet
Internet access

Recovery options

Remote access

Mobile hosted wallet

Server
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Cold wallet
Recovery SEED words
• Private key seed recovery words act as a backup to 

your private key.
• If an individual loses their private key storage device 

and/or paper private key, they can enter the 
recovery seed to access their wallet.  

• The recovery seed is anywhere between 12-24 
randomized words.

• The recovery seed is automatically generated by the 
private key.

• The order of the words is Imperative to the recovery.
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Hot wallet
Multi factor authentication

Relies on a 3rd party

Highly convenient 

Least secure 



2/12/2020

26

The Network
In order to complete a transaction a user 
must be connected to a network.

This network or connection of users is often 
called a NODE.

Any user on the network can download the 
full ledger/ blockchain to track transactions.  
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The Network
The user connects to the network by 
downloading a wallet.

Most wallets will automatically connect to 
an established or embedded network or 
node.  

Users also have the option to select their 
own node. 



2/12/2020

28

The Network

https://bitnodes.earn.com/nodes/live-map/
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Miners
Due to the decentralization of Bitcoin, there is no 
one user tracking everything. 

The miner verifies the transaction and records it on 
a ledger forming a block on the Blockchain.         
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Miners
It takes a massive amount of computing power and 
energy to be a Miner.

The incentive is every time a Miner verifies/records a 
transaction, they are placed in a lottery to receive NEW 
Bitcoins as payment.

Currently Miners that win the lottery will receive about 
12.5 new Bitcoins.

The lottery prize amount received cuts in half about 
every 4 years until all 21 million Bitcoin are given out. 
(the next cut should be in 2020) 
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Miners Server Farm 
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The Blockchain
By having the blocks chained together, it is near 
impossible for a user to change a block or make 
a fraudulent record.

The user would not only have to change one 
block, but every single block underneath it and 
every copy of the blockchain around the world.

Currently, there are over 617,000 blocks on the 
Blockchain, therefore there is no amount of 
time and/or computing power that could 
undertake this task.  



2/12/2020

33

The Blockchain
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The Blockchain
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Transactions
Have an established Bitcoin wallet.

Most wallets will automatically connect to an established or 
embedded node.

Then enter or scan the sellers public address and  enters the 
amount to send.

When the transaction is sent your wallet will send your private 
key as a signature.  

The Miners will then verify the transaction and record it on the 
Blockchain. 

The seller then receives their Bitcoin.  
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Transactions
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Transactions
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Bitcoin ATM
Limits and verification

$5-900 SMS & Name entry 

$900-3,000 ID registration

$3,000-8,000 SSN & a Enhanced 
verification (a phone call)
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Criminal use
Purchase and Sales

– Dark web 
Money Laundering 

– The ease of placement, layering &             
integration

Ransomware/Extortion 
- Anonymous transactions 

Unlicensed Money Service Businesses 
– Not licensed or fail to report  
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Tumblers or Mixers
Criminals are aware that mixing 
services breaks the chain of 
transactions, making the investigation 
very difficult.

They typically dislike registration and 
verification and limit number of 
exchanges used.
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Las Vegas Metropolitan 
Police Department

Financial Crimes Detail
Financialcrimes@lvmpd.com

702-828-3483 office


